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Anomaly domains detection algorithm based on historical data
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Abstract: An anomaly domains detection algorithm was proposed based on domains’ historical data. Based on statistical
differences in historical data of legitimate domains and malicious domains, the proposed algorithm used domains’ life-
time, changes of whois information, whois information integrity, IP changes, domains that share same IP, TTL value,
etc, as main parameters and concrete representations of features for classification were given. And on this basis the pro-
posed algorithm constructed SVM classifier for detecting anomaly domains. Features analysis and experimental results

show that the algorithm obtains high detection accuracy to unknown domains, especially suitable for detecting long lived
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malicious domains.
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